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AUDIT QUERY – STRATEGIC PLANNING 
To: Dr. E S Bongani
Accounting Officer
Ministry of Education

Issued on: 30 March 2xx1
The following audit queries No. 1-3 are regarding our audit of the financial statements of the Ministry of Education for the year ended 30 June 2xx1. Your attention and responses regarding these queries on or before 15 April 2xx1 are highly appreciated.

Yours faithfully
E Solangani
E Solangani 
Audit manager


Audit Query Number:  1.
Title of Query: Internal control environment
Amount of misstatement/error:  N/a
Detail of Transaction: N/a
Description of finding:
The overall internal control environment of the Ministry has been found to have the following weaknesses:
	· No risk assessment processes are in place at the Ministry

	· No performance contracts are in place for key employees and there is no formal performance evaluation process

	· No disaster recovery plan in place

	· Change of Senior posts/positions e.g. DAHR, CA and CIA

	· CA and CIA are currently working under the capacity of acting positions

	· Change of Accountants- all accountants are transferred to other Ministries and some of the vacated posts are replaced and other posts are still vacant.
· Furthermore, it has become evident that no budget was raised for other income.  


Recommendations:
The following are the recommendations made for the Ministry relating to the observations above:
· Institution of risk and performance management practices.
· Compile and implement a disaster recovery plan.
· Address key vacant positions within the ministry as a matter of priority.
· Strengthen budget processes to include all significant items.
Management Response:
The observations by the auditors have been noted and actions have been taken to address them.
Auditor’s comments:
Risk and performance management will be reported in the management letter and recommended for the annual report of the NAO addressed to the entire government.
The matter of long outstanding vacant positions will be raised in the management letter.


Audit Query Number:  2.
Title of Query: IT control environment
Amount of misstatement/error:  N/a
Detail of Transaction: N/a
Description of finding:
· It was found that the IT policy of the Ministry did not make adequate provisions to cover all relevant areas of risk.  The following issues were noted: 
· No adequate provisions are made for virus protection for individual PCs and laptops, including the use of adequate virus software.
· Information owners, or persons responsible for different types of information are not identified. 
· The sensitivity classification for the information in the system and the access which is allowed to such information is not identified.
· No provision is made in the policy regarding the use of passwords relating to laptops and PCs.
· No consideration is made regarding the proper use of internet facilities on laptops and PCs including the download of unauthorised software and mobile computing.
· Backup files in the regions are often transported via emails without appropriate procedures in the IT policy for these transactions.  A review of the backup server shows that not all the regions have sent backup files. There seems to be a lack of management monitoring and enforcement of backup procedures. No provision is made to ensure the confidentiality of any sensitive information sent this way is maintained. 
· The period for which statutory information should be kept is not documented.  
· The Ministry does not have an IT strategic plan, tactical plan or an IT steering committee in place.
· Employees interviewed using laptops seem to be unaware of their responsibilities regarding security of information and generally have not seen the IT policy of the Ministry. 
· Head of EMIS has been appointed without a job description and a performance contract.
· Fire extinguishers are not enough and not regularly or frequently serviced.
· No maintenance schedules / plan could be found on the hardware.
· No evidence could be provided that periodic reviews of system security logs or user access reports for EPICOR are performed by management.
Recommendations:
It is recommended that the IT policy of the Ministry should be comprehensive document covering key issues regarding the IT environment. The policy should be revised to reflect the above matters.
Management Response:
The observations by the auditors have been noted. The ‘IT policy’ referred to above is in fact only a draft – not yet approved document. Finalisation of the policy is due by December 2xx1 and discussions will consider the suggestions above.
Auditor’s comments:
The matter will be raised in the management letter.
Audit Query Number: 3.
Title of Query: Internal audit
Amount of misstatement/error:  N/a
Detail of Transaction: 
Description of finding:
· According the par. 22 of the Public Finance Act, the Ministry should have an effective internal audit function. The following weaknesses were identified regarding the functioning of the internal audit unit:
· The scope of IA does not include evaluating and reporting on internal controls applicable to identified high risk areas as identified by management.  
· IA have not finalized the audits which were planned for the financial year in the Audit annual plan.
· Progress reports for internal audit could not be made available.  

Recommended action to be taken by Accounting Officer:
Internal audit seems to have adequate number of staff with relevant qualifications. However, it is recommended that they receive more extensive supervision from management and the audit committee to ensure that they complete planned tasks.
The activities of internal audit should clearly link to the risk areas identified in management strategies. 
Response by Accounting Officer:
The observations by the auditors have been noted. The internal audit function will receive extensive training during the coming financial year. There will be more regular management reviews and reviews by the audit committee. 
Auditor’s comments:
The matter will be raised in the management letter.
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